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Caminees Regulated professions datab

Comemission

Commission> Intemal Market > Free ent of pro

Search | About this site Contact Legal notice Cookies English (en)

EU country where you got your
qualification:

Please select a country v
EU country where you wish to practice: | Please select a country v
Profession you wish to practice

Fill here a genenic name of a profession in the site language, or if not
possible, the name of the regulated profession in the language of the
home or host country.

CLEAR

SEARCH SPECIFIC PROFESSIONS/COUNTRIES

S

*+ Generic names of professions

+ Regulated professions by country, with competent authorities

Professionals moving abroad (establishment)

s Overall statistics

Temporary mobility

» Overall statistics
= Geography of mobility

* Ranking - the most mabile professions

Interactive maps

i

= National contact points

roblem solving in Europe

« Paints of Singls Contact

1.0 regprof need help links

European Commission
Regulated professions database

o Need help?

Flease find here the documentation to creste a new ECAS account if you elready had sccess to

REGPROF.

Please find hera the documantation 1o request sceess to the REGPROF database

2.0 regprof register
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act | Privacy Statement | English (en) »

EUROPEAN COMMISSION AUTHENTICATION SERVICE (ECAS)

External

Create an account

Choose a username
First name

Last name

E-mail

Confirm e-mail

E-mail language  English (en) v

i T
¥ >
3o (AT A e

[0 By checking this box, you acknowledge that you have read and understood
the privacy statement

CREATE AN ACCOUNT

Last update:

Enter the code

EUROPEAN COMMISSION AUTHENTICATION SERVICE (ECAS)

External

Help for external users

< CREATE AN ACCOUNT

> You tried to register with ECAS but did not receive an e-mail

> You've forgotten your username

> ou get an error “Incorrect username or password supplied for the selected doma

If nene of the above solves your problem, please follow the Contact link in the page header or footer to obtain further assistance.

Last update: 09/ s 3 ms. fiy: statement | Top
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2.2 regprof register help

Contact| Privacy Statement [English (en) |

External

CHANGE IT

Help

Introduction to ECAS (European Commission Authentication Service)

ECAS is the European Commission's user authentication
word.

e. It allows authorised users to access a wide range of Commission information systems, using a single usemame and pass

If you don't have an account but you need one,

Frequently asked questions

> What is ECAS?

> When do I use my ECAS password

> What happene if I forget my ECAS password?

> How do I logout of ECAS and when is it important to do so?

> My account is locked. How did that happen?

> How can I prevent my identity from being revealed to an application?

# Whycanl on working in applications for which ECAS authenticated me even after
logging out

> why don't I need to login to my application again after I've logged out of it

> What does it mean when an account is blocked

omrect username and password, but can't access the application. What's

What's "automatic sign-on” or “si

2.3 regprof register personal data
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tact| Privacy Statement [English (en) |

EUROPEAN COMMISSION AUTHENTICATION SERVICE (ECAS)

External

Create an account

Choose a username o ps

FIrSEName  lexandru-lonut

Lastname  cpiga

E-mal chijta@gmail.com
Confirm M3l chiyea@gmail.com
E-mail 12nguage  engiish (en) -

Enter the code

y anfoe
\ e
o read and understood

By checking this box, you acknowledge that you have
privacy statement

CREATE AN ACCOUNT

Last update: 09/12/2015 (4.4.2-gsa) | 7 ms | Contact | Privacy Statement | Top

2.4 regprof register ec ims privacy statement
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with the European

1. What is the Identity Management Service?

‘The European Commission's Identity Management Service (IMS) provides a common way for users to register or be registered for access to a number of different Commission information
systems or services (referred to hereafter as sites).

You are affected by this privacy statement if you use the European Commission Authentication Service (ECAS) when logging into Commission sites, as it means that you have been registered
inIms.

Users include the Commission's own staff, personnel of other organisations and members of the public.
Registration may occur:

« 3t the initiative of 3 user or of the organisation that the user belongs to or represents
« by means of an automatic transfer of information from the user's organisation to the Commission
« by means of direct entry of the relevant information by the user

IMS includes facilties for authenticating registered users and controlling their access to Commission sites.
In each case, the personal data that is recorded is governed by Regulation (EC) 45/2001.
IMS falls under the responsibility of the Controller, Mr Stephen Quest, Director General, Informatics DG. Further responsibility lies with each processor of the information.

Individual Commission sites that rely on IMS for commonly required personal data may nevertheless collect additional personal data themselves. This is covered by the sites’ own privacy
statements.

2. What information do we collect, for what purpose and through which technical means?
In general, registration is required

« if access to a site is restricted to authorised persons
« if there is a simple need for the site to remember you between visits and adapt itself to your needs or wishes

« to allow you to receive further information that you have requested, such as newsletters and information updates
« to grant you individual privileges that you might request or otherwise be entitled to

We store the information that you provide on the registration form (if you registered yourself) or that your organisation provides directly to us. The information you provide may be made
available to Commission sites other than the one for which you originally obtained the account provided that you attempt to access them while logged in using your account. By logging in
and accessing accounts you are indicating your consent to the se of the data as described in this statement.

‘The data obtained from the registration process includes both personal details and, if you are registered as a representative or member of an organisation, details related to your link with
that organisation. Personal details include your names, geographical location, areas of interest (with respect to the Commission), e-mail address and telephone number. Concerning your or-
ganisation, the details may include its name, the department you work for, your office address, the nature of your relationship with the organisation (e.q. employee), your roles and job title
and, in order to avoid creating duplicate records, a unique identifier. Information that is obtained from your organisation is subject to the regulations concering the transfer of personal data
and may be only a subsat of that mentioned.

‘The account that we create contains enough information for us to have reasonable confidence that its subsequent usage is by yourself or someone with access to the information you pro-
vided (including the password).

We also store certain additional information (listed below) relating to the activity on the user account that we create for you, so that we can protect both your identity and the integrity of
the Commission systems that you access.

‘The additional information is used to diagnose and resolve problems and to deal with security incidents. Much of it relates to attempts to use an identity and thus to events that occur before
a user has successfully authenticated.

‘The Identity Management Service also stores a list of the access rights granted to you by the Commission for the purpose of granting or denying access to individual sites.

Users can inspect all the data that is maintained about their own account, allowing them to check that their account has not been used, and that attempts have not been made to use it,
without their knowledge.

We may collect the following additional data about each user:

« Date and time of
© most recent successful and unsuccessful authentication
© last change of password
© last password resst

« Number of good logins and failed attempts

« Your most recent passwords - to make sure you follow the prevailing security policy regarding password re-use.

When you login and / o change your password, we may record further information in log files, such as the IP address used, in line with the purposes stated above. This information can help
in following up any doubtful activity relating to your account. It will not be used to monitor your activity, except to allow the removal of the account when no longer used.

Many Commission sites use the European Commission Authentication Service (ECAS) for user authentication: ECAS has a special user interface, independent of the ient site and provides a
single sign-on experience. Some of the information mentioned here is not relevant for the Commission sites that do not use ECAS - if you never login through ECAS it will therefore not be
maintained in your account data. Note that logging in through ECAS always involves a page distinctively marked with the ECAS logo. Each time you login to a site protected by ECAS, the
identifier the site and the time will be recorded in a log file. We do not record the time you spent logged in to a site. However, i you logout of ECAS, which is not normally necessary, the time
at which you o 50 will be recorded.

Note: use of cookies

ECAS uses cookies to allow you to log in to different applications without re-entering your username and password. These cookies contain no personal information whatsoever, merely a
pointer allowing the authentication service to find your entry in its own tables. The cookies are ‘per-session’ cookies, i.e. they are destroyed when you close your browser. If you have cho-
sen the option for your browser not to accept such cookies, you will not benefit from this feature and will have to re-authenticate yourself each time you log in to a different client application
of the authentication service.

A persistent cookie may be created for your convenience in order to record your choice of language, and at your discretion, your username. In the absence of this cookie, the defauit lan-
quage is English.

3. Who has access to your information and to whom is it disclosed?

By registering yourself, you authorise the disclosure of the details you have entered in the user registration system to any Commission site that you access after having given your usemame
and password. If you were registered by your organisation, your consent is assumed to have been given (implicitly or explicitly) for the transfer of your detals.

‘The details of the activity associated with your account are never passed to any other Commission site by IMS.
‘The Commission will not divulge your information to third parties outside the Informatics DG with the following exceptions:

« the duly authorised support unit or help desk responsible for the domain in which you are registered
« duly authorised bodies, on a case by case basis: OLAF, internal Commission Security Directorate or disciplinary bodies, the Ombudsman, the EDPS.

To preserve your privacy, you can choose (through an option on the login screen) to be notified whenever a relying party (i.e. a Commission site) requests your identity - you will have the
option to cancel the operation before any information is passed. However, this may render the application inaccessible to you. If, having logged in into ECAS, you wish to access sites anony-
mously, you can do one of the following before connecting to the site in question:

« open a new browser session and use it to access the site

« logout from the authentication service

« disable cookies in your browser options
Note that behaviour varies from browser to browser and may affect the results of these operations.
If you need to access 3 Commission site that requires you to register and authenticate, but you do not wish it to have access to the details you supplied in order to gain access to another
Commission site, we suggest you create a separate account for this purpose. This will require you to provide a distinct e-mail address, which need not be traceable to you personally. Of
course, this may deny you access to certain sites which require proof of identity.
Your password is stored only in an irreversible form. Apart from your password, the service administrators can view all of the data pertaining to a particular user. This helps them to perform
duties such as helping users with problems and diagnosing suspected security incidents.

4. How do we protect and safeguard your information?
The Commission stores your personal information in secure computers and your information can only be accessed by authorised persons and nternal sites

When you login, the password is always encrypted on the network and is decrypted for checking against the stored password by the authentication service, not by the individual site. All
passwords (including previous passwords mentioned above) are stored in a form that permits them to be checked against a supplied value, but their actual value cannot be derived from the
stored value.

The details about your user account are available only to yourself and the service administrators.

1f you registered yourself directly, you should be aware that anyone with access to read your e-mail may be able to use the account you create and acquire the identity it represents. You are
responsible for assessing the risk that this presents to you personally.

similarly, certain users are allowed to reset their password using e-mail. They should bear in mind that anyone else with access to their e-mail (because of automatic forwarding, delegation
or other reasons) will be able to reset the password.

For this reason, in order to perform important business or access sensitive information, the Commission requires more stringent identity checks and your account will need to be set up o
transformed specifically for this purpose. You wil need to contact the relevant Commission department or a delegated representative in your organisation to achieve this.

If you have any reason to believe that your password has been compromised ~ for example, if your password appears to have been changed without your knowledge - you should notify
your normal support contact o contact the Commission as described on the user registration and authentication pages.

Notes:

In principle, and especially f you have access to sensitive systems, you should never reveal your password to anybody else: it is a secret only you should know. In particular, your ECAS
password should only ever be entered on screens showing the approved ECAS logo. Do not enter it f you have doubts about the authenticity of the ECAS site.

When you enter your password, make sure your browser indicates (usually by means of a padiock or other icon) that you are on a secure connection and that you are connected to a Com-
mission site address (e.q. ec.europa.eu, webgate.eu-admin.net).

5. How can you verify, modify or delete your information?

You can verify your account information, including the data recorded about activity on your account, in the pages of either the user registration service or the Authentication Service (ECAS).
‘This excludes information that is only held in log files: if you wish to access your log file entries, you may request it by writing to the Controller at the address given below. A response will be
given within a period of six weeks from the date of receipt of the request.

In case of dificulty, you can obtain help by following the contact link below (see point 7).

1f you registered yourself in the Commission's system, you will be able to change o remove any personal information on-line. However, if your details were registered through a third party,
this may not be possible and you will have to contact that third party in order to have the information changed: you may nevertheless have the information removed by the Commission, but
if the third party re-submits this information to the Commission, it will be re-instated.

Since it is collected automatically, it is not possible to modify any of the technical data held by the authentication service, with the exception of the password itself.

6. How long do we keep your data?

The Identity Management Service keeps your data for as long as you are recorded as an active user and for a period of one year thereafter. Data concerning users automatically registered
from intemal sources (in the Commission and certain other EU bodies) may be kept for as long as it is retained in the source system. If you were registered through a third party, the period
of activity will usually correspond to a contractual link with that party or be subject to an expiration date. In other cases, the Commission will consider you active as long as you continue to
use your account or until your account expires.

Note that in the case of users who registered with IMS themselves, the period of one year is extended in order to allow the exchange of e-mail with a user. This exchange will provide for the
user to request an extension, thus resetting to zero the recorded period of inactivity. In the absence of a response from the user, all personal data will be erased.

Data from the Identity Management Service is backed up regularly by the Commission to ensure a correct system restore if necessary to restart operations. Furthermore, the Identity Man-
‘agement Service is closely monitored and all sensitive actions on the system are logged, including each authentication request. These logs (log files) are rotated regularly and removed from
the active system after a maximum of six months in accordance with REGULATION (EC) No 45/2001. Alllog files backed up by the standard Commission's backup procedure will not be re-
moved from back-up tapes until those tapes are recycled, but that log data will not be restored if system restore is required.

7. Contact Information

1f you wish to ask questions or post complaints about the service with respect to the use of your personal information, you should follow the contact link that is shown on each Identity Man-
agement service page or write to the following address:

The Director General
Informatics DX
European Commission
200 rue de la Loi
B-1040 Brussels

8. Recourse

If necessary, complaints can be addressed to the European Data Protection Supervisor.
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2.5 regprof register date personale

Contact | Privacy Statement [English (en)  |w

EUROPEAN COMMISSION AUTHENTICATION SERVICE (ECAS)

External

Create an account

Help for external users
Choose a usemame  ghivea
FIrstname  atgwandru-Tonut
Lastname  chigta
Emal  chiuta@gmail.com
Confirm e-mail  chiyea@gmail.com
E-mail Ianguage  roman (ro)
Enter the code

znfae

[ By checking this box, you acknowledge that you have read and understood

the privacy statement

CREATE AN ACCOUNT

Last update: 09/12/2015 (4.4.2-gsa) | 7 ms | Contact | Privacy Statement | Top

2.6 regprof register thank you for registering you will
receive an e-mail allowing you to complete the registration

process
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Contact | Frivacy Statement |Enghish (en)  |w

EUROPEAN COMMISSION AUTHENTICATION SERVICE (ECAS)

External

Create an account

Thank you for registering, you will receive an e-mail allowing you to complete the registration process.

2.7 gmail parola dumneavoastra ECAS

Gmail

Parola dumneavoastra

Alexandrulonut Chiuta schiuta@gmail.com>

Serviciul de i al Comisiei <ecas- europa.eu> Sat, Dec 26, 2015 at 222 PM
Reply-To: Senviciul de autentricare al Comisiel Europene <acas-admin@ec europa eu>
Ta: Al lonut CHIUTA <c com>

Stimate & doamna Alexandru-lonut CHIUTA,

Ajj fost Inregistrat(s) in ECAS, Senviciul de autentificare al Comisiei Europene.

Numele dumneavoastrd de utilizator este: chiuta

Pentry a v crea o parol3, accesat]

acest link

#uselj I dispozitie cel mult 1h 30 min pentru a v crea parola. La Incheierea acestei peiioade, putelj lransmite o noud solicitare prin accesarea aceluiasi link. Apoi, va trebui s3 reintroduceti numele dumneavoastrd de ulilizator 5i 53 confimati solicitarea

Daca linkul de mai sus nu functieneaz3, putefi copia urmatoarea adre

s (in integralitatea sa) In bara de adrese a browser-ului dumneavoastra
wicas/init/initialisePasswordLogin i £ A

vi domain=extemal &wayf r=checkedaway

t&uid=nchiuale&res

de=nOgZLbZ

JRvhXrudCUnd GDzr6GDD9z0hRFU3DzeXB

Atunci cénd va conectati, va rugdm s3 selectali domeniul Extem®, nu Comisia Europeand”

In cazul in care intAmpinali dificultali. nu folesiti opliunea de r3spuns |a acast mesaj, ci accesali informaliile de ajutor sau de contact de pe site-ul pa care ali doril 55 va inregistrali.

Notd: din momentul in care primiti acest mesaj este nevoie de aproximativ 5 minute pentru ca sistemul s& recunoasch inregistrarea dvs
Transmis de catre
ECAS - Seniciul de autentificare al Comisiei Europene

2.8 regprof register new password
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Statemert [English (en)  |w

External

CHANGE IT

New password

Please ch password

Username  qriia
New password
Confirm new password

suBMIT

Passwords cannot include your username and must contain at least 10 characters chosen from at least three of the following four character groups (white space permitted)

« Upper Case: Ato 7
o Lower Case: atoz
* Numeric: 0 to &

obYMaICBK || rOADIWHmMOd

2.8,1 regprof register noua parola de minimum 10 caractere completata

External

CHANGE IT

New password

password

Username | epinea
New password PrTTr———

Confirm new password [ ——

sSuBMIT

ds cannot include your username and must contain at least 10 characters chosen from at least three of the following four character groups (white space permitted)

Passw

« Upper Case: Ato Z
« Lower Case: atoz
« Num

« Special

Examples:
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2.9 regprof register successful password authentication
using the initialisation procedure

ert [English (en) =

EUROPEAN COMMISSION AUTHENTICATION SERVICE (ECAS)

External

Is th domain correct?

CHANGE IT

Successful password authentication using the initialisation procedure

Your ECAS password was successfully changed.

PROCEED

3.0 login external

act| Privacy Statement [English (en) v

m EUROPEAN COMMISSION AUTHENTICATION SERVICE (ECAS)

EUR > Login

ECAS authenticates your identity on European
Commission websites

External

Is the selected domain correct?

CHANGE IT

Log in with your

B o B B By Lk

Password | Mobile phone Token Software token elb obile app

Last update: 09/ 015 (4.4.2-gsa) | 5 ms | Contact | Privacy States

IMI PQ NET Romania - https://cnred.link/imipgnet/


https://cnred.link/imipqnet/lib/exe/detail.php?id=ro%3Amateriale%3Aprezentari%3Aserviciul_de_autentificare_al_comisiei_europene_ecas&media=regprof:ecas_02-9_regprof_register_successful_password_authentication_using_the_initialisation_procedure.png
https://cnred.link/imipqnet/lib/exe/detail.php?id=ro%3Amateriale%3Aprezentari%3Aserviciul_de_autentificare_al_comisiei_europene_ecas&media=regprof:ecas_03_login_-_external.png

Last
update:
2020/08/01
09:14

ro:materiale:prezentari:serviciul_de_autentificare_al_comisiei_europene_ecas https://cnred.link/imipgnet/doku.php?id=ro:materiale:prezentari:serviciul_de_autentificare_al_comisiei_europene_ecas

3.0.1 external username password

act| Privacy Statement [English (en)  |w

m EUROPEAN COMMISSION AUTHENTICATION SERVICE (ECAS)

EUROPA> Auth gin

ECAS authenticates your identity on European
Commission websites

External

Is the selected domain correct?

CHANGE IT

Log in with your

Password | Mobile phone Toke: Software token elD E bile app

Last update: 15 (4.4.2-gsa) | 5ms | C

3.0.2 external username or e-mail address password remember my username

EUROPEAN COMMISSION AUTHENTICATION SERVICE (ECAS)

ECAS authenticates your identity on European Usemame o

Commission webites

External

Is the selected domain correct?

CHANGE 1T

Log in with your

password | Mobils phone Token Software token 2D E obile app

Last update; 15 (4.4.2-gsa) | 5 ms | Contact | Privacy Statemen
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3.1 successful login my ecas account details

act| Privacy Statement [English (en)  |w

EUROPEAN COMMISSION AUTHENTICATION SERVICE (ECAS)

External

8 Alexandru-Tonut CHIUTA (chiuta)

Successful login

You are now logged in to ECAS.

o log out, dose all your web browser windows.

My ECAS Account Details

Usemame

Domain

Unique identifier at the Commission (uid)
Most recent login

Previous login

Account created

Name

Email preferred language

E-mail

Password last changed

Password axpires
(as defined by the policy currently in force)

Password last reset

Password reset last requested
Number of good logins
Number of bad logins

Last unlock time

Last authentication failure
Group Membership(s)

Mobile phone numbern(s)
Mobile device(s)

DigiPass serial number(s)

Delegate of the following DBMs

List of Federated IDs

3.2 my account

chiuta
External
nchiuale

26/12/2015 13:45 GMT+01:00

26/12/2015 13:22 GMT+01:00
CHIUTA Alexandru-lonut

o

chiuta@gmail.com

26/12/2015 13:41 GMT+01:00

23/06/2016 14:41 GMT+02:00

26/12/2015 13:41 GMT+01:00
26/12/2015 13:22 GMT+01:00
1

AIDA_SELFRG
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09:14

Contact| Privacy Statement [English (en)  |w

EUROPEAN COMMISSION AUTHENTICATION SERVICE (ECAS)

External

2 Alexandru-Tonut CHIUTA (chiuta)

My Account

Manage my ECAS mobile app devices

L

My ECAS Account Details

Last update: 2015 (4.4 | 10 ms | Contact

3.2.1 my account user edit

EUROPEAN COMMISSION AUTHENTICATION SERVICE (ECAS)

External

8 plexandru-Tonut CHIUTA (chiuta)

User edit

Choose a usemame | it

Firstname  gigwandru-Tonut
Lastname  cxuTa
E-mail

chiuta@gmail.com

E-mail language g

SUBMIT CANCEL

Last update: D ) | 177 ms | Contact | Prvacy Statement | Top

3.2.2 my account manage my mobile phone numbers
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ert [Enghish (en)  |w

EUROPEAN COMMISSION AUTHENTICATION SERVICE (ECAS)

External
_!_ Alexandru-Tonut CHIUTA (chiuta

Manage my mobile phone numbers

{ 3)1'7,0
1

456789

Add 3 mobile phone number

Last update: 09/12/2015 (4.4.2-gsa) | 9 ms | Contact | Privacy Statement | Tep

3.2.2.1 my account add a mobile phone number

ert [English (en)  |w

EUROPEAN COMMISSION AUTHENTICATION SERVICE (ECAS)

External
_!_ Alexandru-Tonut CHIUTA (chiuta

Add a mobile phone numbe

Mobile phone number

International format induding country code, e.g. for Belgium: +32 123 45 67 89

m i

Last update: 0 015 (4.4.2-gsa) | 10 ms | Contact | Privacy Statement | Top

3.2.2.1.0 my account add a mobile phone number romanian mobile entered
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EUROPEAN COMMISSION AUTHENTICATION SERVICE (ECAS)

External
2. Alexandru-Tonut CHIUTA (chiuta

Add a mobile phone number

Mebile phone number | +40 721 76 56 64

International format induding country code, e.g. for Belgium: +32 123 45 67 89

m cANCEL

Last update: 0 015 (4.4.2-gsa) | 10 ms | Contact | Privac

3.2.2.2 challenge code for adding a mobile phone number sent by text message

tact| Privacy Statement [English (en)  |w

EUROPEAN COMMISSION AUTHENTICATION SERVICE (ECAS)

n

External

2 Alexandru-Tonut CHIUTA (chiuta)

nhone number, sent by text message

Please enter the challenge code that was texted to your mobile phone.

It might take up to 15 minutes for the message to reach your mobile phone,

Mobile phone number 40251765664

Text message challenge code

FINALISE CANCEL

3.2.2.2.0 challenge code for adding a mobile phone number sent by text message text
message challenge code entered
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Contact| Privacy Statement [English (en) |

EUROPEAN COMMISSION AUTHENTICATION SERVICE (ECAS)

inage my mabil

External

8 Alexandru-Tonut CHIUTA (chiuta)

Challenge code for adding a mobile phone number, sent by text message

Please enter the challenge code that was texted to your mobile phone.

It might take up to 15 minutes for the

essage to reach your mobile phone.
Mobile phone number

+40721765664

Text message challenge code | zgga | Us6U

FINALISE CANCEL

425 ms | Contact | Privacy Statemen

3.2.2.3 your mobile phone number was added successfully

Cantact| Privacy Statement [English (em) v

EUROPEAN COMMISSION AUTHENTICATION SERVICE (ECAS)

Manage my mabile phone numbers

External
8 plexandru-Tonut CHIUTA (chiuta)

Manage my mobile phone numbers

< MY ACCOUNT

Your mobile phonae number +40721765664 was added successfully.

+3212;°

43212 31
456789 455789
Add & mobile phone number Delete a mobile phone number

3.2.2.4 delete a mobile phone number
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EUROPEAN COMMISSION AUTHENTICATION SERVICE (ECAS)

External
2. Alexandru-Tonut CHIUTA (chiuta

Delete a mobile phone number

Mobile phone number

International format induding country code, e.g. for Belgium: +32 123 45 67 89

m CANCEL

a) | 10 ms | Contact |

ert [Enghish (en) v

EUROPEAN COMMISSION AUTHENTICATION SERVICE (ECAS)

External
8 Alexandru-Tonut CHIUTA (chiuta

Delete all my devices and eID (PANIC)

vou will no longer be able to authenticate using any mobile phona number, mobile device, hardware token or elactronic ID linked to your account.
¥ou will lose access rights to seme applications.

¥ou will be logged out fram ECAS.

m e

3.2.4 my account account deletion confirmation

https://cnred.link/imipgnet/ Printed on 2025/01/06 18:20


https://cnred.link/imipqnet/lib/exe/detail.php?id=ro%3Amateriale%3Aprezentari%3Aserviciul_de_autentificare_al_comisiei_europene_ecas&media=regprof:ecas_03_2_2_4_delete_a_mobile_phone_number.png
https://cnred.link/imipqnet/lib/exe/detail.php?id=ro%3Amateriale%3Aprezentari%3Aserviciul_de_autentificare_al_comisiei_europene_ecas&media=regprof:ecas_03_2_3_my_account_delete_all_my_devices_and_eid_panic.png

2025/01/06 18:20 19/30 Serviciul de autentificare al Comisiei Europene (ECAS)

ert [Enghish (en)  |w

EUROPEAN COMMISSION AUTHENTICATION SERVICE (ECAS)

External
_._ Alexandru-Tonut CHIUTA (chiuta

Account deletion confirmation

‘Warning! ¥ou are about to delete your ECAS account.

All access rights assigned ta this account will be revoked. You will not be able ta recover them.
m CANCEL

Last update: 08/12/2015 (4.4.2-gsa) | 9 ms | Contact | Privacy

3.2.5 my account manage my ecas mobile app devices

et [Enghsh (en) v

EUROPEAN COMMISSION AUTHENTICATION SERVICE (ECAS)

External
2_ Alexandru-Ionut CHIUTA (chiuta

Manage my ECAS mobile app devices

« MY ACCOUNT

by

Add an ECAS mobile device

Last update: 015 (4.4.2-gsa) | 9 ms | Contact | Privacy Statement | Top

3.2.5.1 my account manage my ecas mobile app devices add an ecas mobile device
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Contact| Privacy Statement [English (en)  |w

EUROPEAN COMMISSION AUTHENTICATION SERVICE (ECAS)

External
2 Alexandru-Tonut CHIUTA (chiuta)

Add an ECAS mobile device

Please enter a name to identify your mobile device and the pin code you want to use for it
Device name
Pin code
The pin code you will be required to enter in order to use the ECAS mobile app.
Please confirm your pin code

Please confirm the pin code entered above

SUBMIT CANCEL

Last update: (4.4 tement | Top

3.2.6 my account number of services accessed using the current session

act| Privacy Statement [English (em)  |w

EUROPEAN COMMISSION AUTHENTICATION SERVICE (ECAS)

External
_.‘ Alexandru-Tonut CHIUTA (chiuta)

Number of services accessed during the current session

< MY ACCOUNT

Date 26/12/2015 12:45 GMT

Sarvica URL hitps://ecas.cc.cec.eu.int: 7002/cas /userdata/mobileApp/addDevice.cgi
IP address 86.121.173.248

Browser Mozilla/5.0 Gecko/20100101 Firefox/43.0

Number of services accessed during this session

Last update; (4.4.2-¢ |8 ms | Contact | Privacy Statemen

3.2.7 log in with your eid stork country selection page
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Contact| Data Erotection. [Engieh () Te]

Log in with your eID

Please select your country of origin

Pleasa selact 3 country!

—
—Austria B ¥ setgium e Czech Republic
) . oo O Sl iceland [s] § ="
) mm Labvia -/ Il Lithuania () e Luxembourg
O Bl Portugal D 1 Slovakiz O sl Slovenia
— - —
O B spain O @R Sweden O [l switzerland

SUBMIT CANCEL

3.2.7.1 stork 2 website
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STORK - What is it Help

making
STORK | access
smarter.eu
Usernane ere
+ Home
+ Partners
STORK pro;

- RQs
« Beents

Stay informed and up-to-date about STORK 2.0 progress, latest n
+ Knowledge Sharing

« Links

* Contact the Consortium
« Latest News

« Photo Gallery

+ STORK Materials e o s oo o3

STORK Pilots
GO LIVE!

[~ ]

uilding on the suc results of STORK, STORK 2.0 project has started introducing four new pilots:
nd developments visiting its NeW website:

< Stork at a Glance
) h “The ain of the STORK project is to establish a European eID Interoperabiity Patform that wil alovi citizens to estabiish new e-relations across

Pilots live! borders, just by presenting their national eID.

Cross-border user authentication for such e-relations vill be applied and tested by the project by means of five piot projects that vil use

Member States-
exising government servicesin EU ember States. In time
get involved @

Industry Graup
get invalved ‘guarantee (authentication) from your government.

User-centric Approach = Privacy Guarantee

service provider may request the user

thereby increasing the number of cross-border services avalable to European users.

the user,is a e canbesent P

tothe platform

Thus in the future, you should be abie to start a company, get your tax refund, or obtain your university papers without physical presence; al
‘you il need to access these services i to enter your personal data using your national eID, and the STORK platform wil obtain the required

The role of the STORK platform is to identify a user who's in a session with a service provider, and to send his data to this service. Whilt the
the owner of the data,

The platform will not store any personal data, so no data can be lost.

various countries invalved tobe taken

respectes.

STORK general presentation (Now.2011)

D711 Abbendum LISPASTe

Proof of Integration Laboratory T

STORK software now also published at Joinup

Latest News

) 15/03/12 European countries aigning their interoperabi..

15/03/12 Amost half admins

ations Spain invalv

15/03/12 A Digital Singe Harket by 2015 - one

Pilots - Introduction

border auther

ation platform - for el

ror

Plot2: Safer Chat - To promote safe
oung people

Plot3: Student Mobiity - To help people vho want
ifferent Member Sta

onic Delivery - To devel border mechanisms for

1 Loading Tweets ...

© rown somkon tter
Join Stork on Linkedin
Linked([J

Disclaimer

This user centric approach as not taken to satisfy some philosophical preferences, but i line with the legilative requirements of al the

LSP Story Movie

What s eldentity? Watch this vide:

Watch the brand new video-animation produced by the

and Media regarding eldentity to get an idea of the meaning

Have you experienced barriers when Erying to access public services
whie traveling or viorking abroad? Is your company overvheimed
with the heavy procedures while trying to bid for a government
contract in another country? The European Commission together
with the Member States s putting its efforts into improving the
current situation. Hany actions are being carried out that are not
easy to understand. For a short visual explanation see this brand nev
video-animation tolearn more about eldentity!
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3.2.8 my ecas account details

External

8 Alexandru-Tonut CHIUTA (chiuta)

My ECAS Account Details

< MY ACCOUNT

Username chiuta

Domain External

Unique identifier at the Commission (uid) nchiuale

Most recent login 26/12/2015 14:01 GMT+01:00
Previous login 26/12/2015 13:45 GMT+01:00
Account created 26/12/2015 13:22 GMT+01:00
MName CHIUTA Alexandru-Ionut

Email preferred language ro

E-mail chiuta@gmail.com

Password last changed 26/12/2015 13:41 GMT+01:00

Password expires

23/06/2016 14:41 GMT+02:00
(as defined by the policy currently in force) /08/. +

Pamsword last ranet 26/12/2015 13:41 GMT+01:00
Password resat last requested 26/12/2015 13:22 GMT+01:00
Number of good logins 2
Number of bad logins 1

Last unlock time

Last authentication failure

Group Membershi LFRG
Mobile phone number(s) +A0300000064

Mobile device(s)

DigiPass serial number(s) n
Delegate of the following DBMs ]
List of Federated IDs 0

[ I want to raceive email notifications.

CHANGE

Last update: 09/1. (4.4 Contac " atement | Top

3.3 change password
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Contact | Frivacy Statement |Enghish (en)  |w

External
_!_ Alexandru-Tonut CHIUTA (chiuta

Change password

You cannot cha r passwort need to wait at

3.4 contact

ntact | Privacy Statemert [English (en)  |w

External

2 Alexandru-Tonut CHIUTA (chiuta)

Contact

n Authentication Service, enables you to access various Web applications centrally, using the same username and password

ECAS, the European Coma
ity the applications it protects. Once you have logged in, what happens depends on the application protected by

ECAS is a separate entit

5, not on

External users

If your usemame was assigned by a Commission service provider or ancther contact/support team at the Commission, please contact them in the first instance,
The sites in question should provide contact information on pages for which you do not have to login

« If you are an external user having difficulties in registering yourself for access to C

MMmissi
ind you have tried the suggestions d through the Help links on the login pag

o
. but this has not solve ur problem
* and you are sure your problem has something to do with your registration or your username/password in ECAS, not with the application protected by

1. Please gather the following information:

« the usemame or e-mail address of the acoount:

the nature of your relationship with the Commission (short-term contract, permanent contract, seconded national expert, service provider?)
the application concerned

haw you 3 ssing this application (including its URL, which should be different from the ECAS URL)

the source of the URL you are using (e-mail, link on website, bookmark, colleague, etc)

as detailed a description of the problem as possible

if possible, one or more screenshots showing the problem: the address bar showing the webpage accessed and the step immediately before the problem arises
any other information that might help us iden he reason for the problem

(e.g. in the event of a problem with SMS authentication: your mobile te
quested the SMS, the last bme you successfully received it, etc.)

coms provider, the country where the mobile subscription is based, your current location, the |as

2. If you haven't done so already, register an incident with the EC Helpdesk for the "ACCESS-
RIGHTS" team and provide the information listed under the previous point.

M This can be done via the EC Central Helpdesk (EC working hours: 8 a.m.- & p.m. CET): E E

HELPDESK @ ec.europa.eu

On opening this ticket, you will be assigr
If you send nail to follow up

a reference number en
an existing incident, please give

ling your request to be trad
dent reference (“IMOD0000C

) in the subject line.
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3.5 iam privacy statement
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Contact| privacy Statement [Engish (e v

EUROPEAN COMMISSION AUTHENTICATION SERVICE (ECAS)

External
& Alexandru-Tonut CHIUTA (chiuta]

IAM Privacy Statement

1. What is the Identity Management Service?

The European Commission's Identity Management Service (IMS) provides  common way for users to register or be registered for access to 3 number of different Commission information
Systems or services (referred to hereafter as sites),

You are affected by this privacy statement if you use the European Commission Authentication Service (ECAS) when logaing into Commission sites, as it means that you have been registered
in IMS.

Users indlude the Commission's own staff, personnel of other organisations and members of the public
Registration may occur:

« at the iitiative of a user or of the organisation that the user belongs to or represents
+ by means of an automatic transfer of information from the user's organisation to the Commission
« by means of direct entry of the relevant information by the user

1M includes facities for authenticating registerad users and controling their access to Commission sites.
In each case, the personal data that i recordd i govemad by Regulation (EC) 45/2001.
145 falls under the responsibilty of the Controllr, Mr Stephen Quest, Director General, Informatics DG. Further responsibiity lies with each processor of the information.
Individual Commission sites thatrel on IMS for commonly reauired personal data may nevertheless collect additonal personal data themselves. Tis is covered by the sites' own privacy
statements
2. What information do we collect, for what purpose and through which technical means?
n general, registration s required:
« if access to a ste i restricted to authorised persons
 ifthere is 2 smple need for the ite to remember you betwaen visits and adapt &selfto your needs or wishes

+ to allow you to recsive further information that you have requested, such as newsletters and information pdates
+ to grant you individual privileges that you might request or otherwise be entitied to

We store the information that you provide on the registration form (i you registered yourself) or that your organisation provides directly to us. The information you provide may be made
available to Commission sites other than the one for which you originally obtained the account provided that you attempt to access them while logged in using your account. By logging in
and accessing accounts you are indicating your consent to the use of the data as described in this statement.

The data obtained from the registration process includes both personal details and, f you are registered as a representative or member of an organisation, detais related to your fnk with
that organisation. Personal detals include your names, geographical location, areas of interest (with respect to the Commission), e-mail address and telephone number. Concerning your or-

ganisation, the details may include its name, the department you work for, your offica address, the nature of your relationship with the organisation (2.9, employee), your roles and job tile

and, in order to avoid ereating duplicate records, a unique identifer Information that is obtained from your organisation is subject to the ragulations concering the transfer of personal data
and may be only a subset of that mentionad.

The account that we create contains enough information for s to have reasonable confidence that its subsequent usage is by yourself or someane with access to the information you pro-
vided (including the password).

We also store certain additional information (isted below) relating to the activity on the user account that we create for you, so that we can protect both your dentity and the integrity of
the Commission systems that you access.

The addtional information is used to diagnose and resolve problems and to deal with security incidents. Much of it relates to attempts to use an identity and thus to events that ocour before.
3 user has successfully authenticated.

The Identity Management Ser

also stores a list of the access rights aranted to you by the Commission for the purpose of granting or denying access to indvidual sites.

Users can inspect all the data that is maintained about their own account, allowing them to check that their account has not been used, and that attempts have not been made to use it,
without their knowledge.

We may collect the following additional data about each user

+ Date and time of

© last password reset
+ Number of good logins and failed attempts
+ Your most recent passwords - to make sure you follow the prevailing security policy regarding password re-use.

When you login and / or change your password, we may record further information in log fles, such as the 1P address sed, in line with the purposes stated above. This information can help
in following up any doubtful actvty relating to your account. It will ot be used to monitor your activity, except to alow the removal of the account when no longer used.

Many Commission sites use the European Commission Authentication Service (ECAS) for user authentication: ECAS has a special user interface, independent of the client site and provides a
single sign-on experience. Some of the information mentionad here is not relevant for the Comission sites that do not use ECAS - if you never login through ECAS it willtherefore not be
maintained in your account data. Note that logging in through ECAS always involves a page distinctively marked with the ECAS logo. Each time you login to 3 site protected by ECAS, the
identifier the site and the time will be recorded n  log file. We do not record the time you spent logged in to a site. However if you logout of ECAS, which is not normally necessary, the time
at which you do 50 will be recorded.

Note: use of cookies

ECAS uses cookies to allow you to log in to different applications without re-entering your usemame and password. These cookies contain no personal information whatsoever, merely a
pointer allowing the authentication service to find your entry inits own tabl kies are ‘per-session’ cookies, .e. they are destroyed when you dose your browser. If you have cho-
Sen the option for your browser not to accept such cookies, You will not benefit from this feature and will have to re-authenticate yourself each tme you log in to a different cent application
of the authentication service.

A persistent cookie may be created for your convenience in order to record your choice of language, and at your discretion, your usemame. In the absence of this cookie, the defaultlan-
quage is English.

3. Who has access to your information and to whom is it disclosed?

By registering yoursel, you authorise the disclosure of the details you have entered in the user registration system to any Commission Site that you access after having iven your usemame.
and password. If you were registered by your organisation, your consent is assumed to have been given (implicity or explicity) for the transfer of your details.

The details of the actvity assodiated with your account are never passed to any other Commission site by IMS.
The Commission vill not divulge your information to third parties ovtside the Informatics DG with the following exceptions:

« the duly authorised support unit or help desk responsible for the domain in which you are registered
+ duly authorised bodies, on a case by case basis: OLAF, internal Commission Security Directorate or discplinary bodies, the Ombudsman, the EDPS.

To preserve your privacy, you can choose (through an option on the login screen) to be notified whenever a relying party (i.e. a Commission site) requests your identity - you wil have the
option to cancel the operation before any information is passed. However, this may render the application inaccessible to you. If, having logged in into ECAS, you wish to access sites anony-
mously, you can do one of the following before connecting to the site in question:

+ open a new browser session and use it to access the site

« logout from the authentication service

+ disable cookies in your browser options
Note that behaviour varies from browser to browser and may affect the results of these operations
If you need to access a Commission site that requires you to register and authenticate, but you do not wish it to have access to the details you supplied in order to gain access to another
Commission site, we suggest you create a separate account for this purpose. This wil require you to provide a distinct e-mail address, which need not be traceable to you personally. Of
course, this may deny you access to certain sites which require proof of identity.

Your password s stored only in an irreversible form. Apart from your password, the service administrators can view all of the data pertaining to a particular user. This helps them to perform
duties such s helping usars with problems and diagnosing suspectad security incidents.

4. How do we protect and safeguard your information?

The Commission stores in an only be accessed by authorised persons and intemal stes.

When you login, the password is always encrypted on the network and is decrypted for checking against the stored password by the authentication service, not by the individual site. All
passwords (incuding previous passwords mentioned above) are stored in  form that permits them to be checked against a supplied value, but their actual value cannot be derived from the.
stored value.

The details about your user account are available only to yourself and the service administrators.

1f you registered yourself directy, you should be aware that anyone vith access to read your e-mail may be able to use the account you create and acauire the identity it represents. You are.
responsible for assessing the risk that this presents to you personally

Similarl, certain users are allowed to reset their password using e-mail. They should bear in mind that anyone else with access to their e-mail (because of automatic forwarding, delegation
or other reasons) wil be able to reset the password.

For this reason, in order to perform important business or access sensitive information, the Commission requires more stringent identity checks and your account will need to be set up or
transformed specifcally for this purpose. You will need to contact the relevant Commission department or a delegated representative in your organisation to achieve thi

1f you have any reason to believe. b has xample, appears to have been changed without your knowledge - you should notify
your normal support contact or contact the Commission as described on the user rgistration and aLthentication pages.

Notes:

n principle, and especially if you have access to sensitive systems, you should never reveal your password to anybody else: itis a secret only you should know. In partiular, your ECAS
password should only ever be entered on screens showing the approved ECAS logo. Do not enter it if you have doubts about the authenticty of the ECAS site.

When you password, make sure
mission site address (e.g. ec.europa.eu, webgate.eu-admin.net).

lly by means of a padiock or other icon) that you are on a secure connection and that you are connected to a Com-

5. How can you verify, modify or delete your information?

You can verify your account information, incuding the data recorded about activity on your account, in the pages of either the user registration service or the Authentication Service (ECAS).
This excludes information that is only held in log file: if you wish to access your log file entries, you may request it by writing to the Controller at the address given below. A response will be
given within 3 period of six weeks from the date of receipt of the request.

In case of difficulty, you can obtain help by following the contact fink below (see point 7).

1f you registered yourselfin the Commission'’s system, you will be able to change o remove any personal information on-ine. However, if your details were registered through a third party,
this may not be possible and you will have to contact that third party in order to have the information changed: you may nevertheless have the information removed by the Commission, but
if the third party re-submits this information to the Commission, it will be re-instated.

Since it collected automatically it is not possible to modify any of the technical data held by the authentication service, with the exception of the password itself.

6. How long do we keep your data?

The Identity Management Service keeps your data for as long as you are recorded 35 an active ser and for a period of one year thereafter, Data concerning users automatically registerad
from internal sources (in the Commission and certain other EU bodies) may be kept for 3s long 3s tis retained in the source system. If you waere registered through a third party, the period
of activity will usually correspond to a contractuallink with that party or be subect to an expiration date. In other cases, the Commission willconsider you active 35 long 3s you continue to
use your account or until your account expires.

Note that in the case of users who registered with INS themselves, the period of one year is extended in order to allow the exchange of e-mail with a user. This exchange wil provide for the
user to request an extension, thus resetting to zero the recorded period of inactiity. In the absence of a response from the user, all personal dats il be erased

Data from the backed up rea. Commission to ensure a restore if necessary. Furthermore, the Identity Man.
agement Service is dlosely monitored and allsensitive actions on the system are logged, induding each authentication request. These logs (Iog files) are rotated regularly and removed from
the actve system after a maximum of six months in accordance with REGULATION (EC) No 45/2001. Al log files backed up by the standard Commission's backup procedure willnot be re-
moved from back-up tapes unti those tapes are recycled, but that log data will not be restored ifsystem restore s required.

7. Contact Information

If you wish to sk questions or post complaints about the service with respect to the use of your personal information, you should follow the contact ink that is shown on each Identity Man-
agement service page or write to the following address:

The Director General
Informatics DG

B-1040 Brussels

8. Recourse

If necessary, complaints can be addressed to the European Data Protection Supervisor
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Help

Introduction to ECAS (European Commission Authentication Service)

ECAS is the Eurapean Commission's user authentication service. It allaws authorised users to access a wide range of Commission information systems, using a single usemame and pass-
word

Frequently asked questions

WV What is ECAS?
The Commission's Authen

ion Service. It is the system for logging on to a whole range of
run by the Commissi u Stologonto a
to identify vourself again as long as v

web sites and online s . Once you've used
website or service, v

browser open.

> When do 1 use my

> What happens if I for

> How do I logout of ECA hen is it important to do so?

> My account is locked. How did that happen

> Ho ntity from being revealed to an application?

> working in applications for which ECAS authenticated me even after
logg

> Why don't | need to login to my application again aft

> What does it mean when an account is blocked?

> 1entered the comect username and p d, but can't access the application. What's

3.7 contul meu
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Logout

You have logged out of ECAS. Doing this does nat sign you off from any applications - to da so, log out of each one or dose all browser windaws.
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